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Industry Threat Landscape

• 2021 & 2022 saw nearly a 200% increase in incidents for organizations with <1,000 employees)*.
• 70% of Attacks are targeted for Small & Medium Size Business*
• 50% became unprofitable within a month of being breached*
• Average cost of a data breach for small businesses is $383K to $2.98 million*. 
• 56% of SMBs in APAC suffered a cyber incident (per Cisco Asia Pacific Businesses Prepare for Digital Defense)

Most common 
cybersecurity threats of 
2023 include

Few key examples: 
• Ransomware
• Security misconfigurations and unpatched systems
• Credential stuffing
• Social engineering
• Phishing / Targeted Phishing Attacks
• Malware infections
• SQL Injections, Man-in-the-Middle, DDOS & others.

SMBs To Action ~

• Identify (Assets & Vulnerabilities/Risks) – Know what you have & why you need to protect it
• Protect (& Predict) (Assets & fix vulnerabilities/Address Risks) – Know what you have & how you must protect it
• Detect (Threats & Incidents) – Know what’s happening in your environment
• Respond (to Alerts & Incidents) – Know how to react to incidents
• Recover (from Incidents) – know how to bring business back to normal operations.

See next few slides (After APAC Threat Landscape slide) for each of these actions:

Global Threat Landscape for Small & Medium Businesses (SMBs)
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Cybercriminals / Attackers have been increasingly targeting SMBs globally in recent years; see below: 

* References – Forbes | Tech Republic | Better Business Bureau | Forbes. Most Common Cyber Security Threats In 2022. August 2022 | Verizon Data Breach Investigation Report | Forrester Study | Cisco.

https://www.forbes.com/sites/bernardmarr/2022/10/03/the-5-biggest-business-trends-for-2023/?sh=f9b70d94217d
https://www.techrepublic.com/article/top-cybersecurity-threats/


APAC Threat Landscape for Small & Medium Businesses (SMBs)
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Source: Cisco Asia Pacific Businesses Prepare for Digital Defense Report 2021

https://www.cisco.com/c/dam/global/en_sg/products/security/meet-max-report-2021/assets/data/cybersecurity-for-smbs-asia-pacific-businesses-prepare-for-digital-defense.pdf
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Mapped to Industry best practices – NIST Cybersecurity Framework Concept – For Illustrative Purposes Only.

Cybersecurity Lifecycle Stage Identify – Know what you have & why you need to protect it ~

To-Do (Actions to take) –

(Implement a combination of 
Administrative & Technical 
Controls)

1(a) – Identify all Assets and build an Asset Inventory (maintain and keep it up-to-date) :
▪ Devices (desktops/laptops/smart phones, tablets, printers, IOT, routers, cctv etc.)
▪ Applications (/Accounts) (email, website/web/SaaS apps, software, social media etc.)
▪ Data (business plans, client/personal info, financial, etc.)

▪ In addition, also identify all suppliers/service providers that may impact the security of your business.

1(b) – Identify Risks - Discover Vulnerabilities, Threats, and associated Risks across your CIA triad (note: don’t forget risks related to
compliance/regulations, natural events, and or attacks in terms of fines/damages) & forecasting likelihood, impact & consequences.

Additional Remarks on Asset 
Inventory & Risk 
Management

For # 1 (a):
• Without knowing what you’ve; you can’t protect it.
• Knowing what assets you have is the first step, so you can secure them.
• Inventory serves as a guide or a checklist for the rest of your cybersecurity journey.
• Use both manual or automated means to perform Asset Discovery (Scans) and or Management Tools (local or SaaS based)*

For # 1 (b):
• Discover cyber risks to the business (for your brand & operations) across CIA triad (confidentiality, integrity & availability) needs
• Build Risk Management Framework & maintain Risk Register (start with basic and continue expanding to document risks & treatment).

* Both Free & Commercial tools options are available to address your cybersecurity needs (contact SecuringThings for more details)
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Mapped to Industry best practices – NIST Cybersecurity Framework Concept – For Illustrative Purposes Only.

Cybersecurity Lifecycle Stage Protect (& Predict) – Know who & how you must protect it

To-Do (Actions to take) –

(Implement a combination of 
Administrative & Technical 
Controls)

• 2 – Cybersecurity Education & Awareness – Subscribe to industry news, security advisories/email alerts from vendor neutral sources /
vendor products/solutions used and ensure continued security awareness trainings for staff (start with general awareness & move to role
specific trainings).

• 3 – Patch & Configuration Management – Keep your devices and applications up to date & secure via regularly updating/installing latest
software security patches / version upgrades. Follow industry/vendor suggested configuration hardening standards / security settings.

• 4 – Network Security Controls – Build, design & maintain secure network & wireless architecture, Apply ZTNA, & VPNS for remote access
• 5 – Secure your Digital Presence – secure your DNS, websites, web/mobile apps, internet browsers, VPNs & Social Media Accounts
• 6 – Encrypt Your Data – both at rest (local, removable media, cloud storage) & in-transit (use only secure means to transfer or exchange

data btw systems or networks)
• 7 – Go Beyond Simple Passwords – Use strong password policies, use Multi-factor authentication (MFA) for admin, remote network

access, and externally exposed applications)
• 8 – Email (Antispam, Phishing) & Malware Prevention – Harden your email defenses following best practices (SPF/DMARC) & use an

updated anti-malware/endpoint protection
• 9 – Physical Security Controls – locks & control entry points/sensitive areas via Access Control / Guards

Additional Remarks

• For #2: Train staff on latest security threats & threats specific to your business via Online/In-person security awareness trainings.*
• For #3: Most to all devices (Windows, MAC, IOS, Android)* can be set to Auto-Update themselves – uplift your resilience against attacks.

Change all vendor defaults & follow security configuration guidelines
• For #4: Network Segmentation/Zones, Secure Wireless architecture/mechanisms, Zero Trust Network Architecture & use VPNs*
• For #5: Digital certs, DNS filters/Sec, Ad-blockers, browsers, VPNs, Social Media accounts etc.*
• For #6: Data in motion (VPN/HTTPS via internet during transfer)* & at Rest (Native OS/other encryption on hard disk, USB, Cloud storage)*
• For #7: Use password managers & / strong AD group policy enforcement* & Use MFA / Privilege Access Management (PAM) tools*
• For #8: Use DKIM, SPF, DMARC, Anti-spam, Blacklists, and AV / Endpoint protection tools*
• For #9: Keep visitor access logs and or physical access control systems (Proximity Cards / Keys), and your cabinets locked/secured.

* Both Free & Commercial tools options are available to address your cybersecurity needs (contact SecuringThings for more details)
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Mapped to Industry best practices – NIST Cybersecurity Framework Concept – For Illustrative Purposes Only.

Cybersecurity Lifecycle Stage
Detect (Threats & Incidents) – Know what’s happening in your 

environment

To-Do (Actions to take) –

(Implement a combination of 
Administrative & Technical 
Controls)

• 10 (a) – Enable Logging & Monitoring – Enable audit logs on all key assets/devices/apps, collect & monitor events and alerts for incidents.
(also explore and use services to monitor dark web / threat intelligence gathering).

• 10 (b) – Physical Security Monitoring – monitor sensitive areas of your offices, data centres etc. via CCTV & guards and protect them
through physical access control systems and keep your devices secure.

• 10 (c) – Supplier/Vendor/Service Provider Security & Monitoring – monitor the suppliers/services providers for compliance

Additional Remarks

• For #10(a): Use key security technology solutions like Firewall, IPS, Endpoint protection, Log Management / SIEM (local / Hosted)
solution*. Also subscribe and or use dark web / threat intelligence services to monitor activities related to your brand/business
operations.

• For #10(b): Use Physical Access Control System on entry/exist and key sensitive areas in offices (e.g., Server room/Data centers, document
storage), practice keeping sensitive physical records in locked cabinets & have them covered under CCTV surveillance/recordings. Use
proximity badges/card readers or keys or a combination of these. Also, keep your devices secure and insight all the time.

• For #10(c): Review and include security provisions in supplier/vendors/service providers contracts, ensure processes are in place to
monitor their conformance / compliance to your policies and make contract / process adjustments as and when required.

* Both Free & Commercial tools options are available to address your cybersecurity needs (contact SecuringThings for more details)
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Mapped to Industry best practices – NIST Cybersecurity Framework Concept – For Illustrative Purposes Only.

Cybersecurity Lifecycle Stage Respond (Alerts & Incidents) – Know how to react to incidents ~

To-Do (Actions to take) –

(Implement a combination of 
Administrative & Technical 
Controls)

• 11 - Incident Response (IR) Readiness – Ensure to develop and document an IR Plan & procedures/playbooks are in place. Perform
interna IR tabletops (optionally participate in any local community exercises as well), plus engage a third party IR & cyber insurance
contract.

Additional Remarks

• For #11: IR Tools* (EDR, forensics tools, evidence collection, native commands etc.) via staff, 3rd party or Cyber insurance provider
• Perform IR tabletop exercises at-least once a year
• Have a plan in place to notify local government / sector specific regulators (per local/international notification requirements) and also to

consumers, customers, employees and partners who’s data maybe at risk.
• Report attacks to law enforcements and other relevant authorities.

* Both Free & Commercial tools options are available to address your cybersecurity needs (contact SecuringThings for more details)
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Cybersecurity Lifecycle Stage
Recover (from Incidents) – know how to bring business back to         

normal operations

To-Do (Actions to take) –

(Implement a combination of 
Administrative & Technical 
Controls)

• 12 - Data Backup and Recovery – Take regular backups of all important business data and routinely perform backups of your important
personal digital life and test recovering them at-least once a year.

Additional Remarks
• For #12: Local, Network and or Cloud based Backups & Recovery tools (On-prem & Cloud based services option)*
• In case of performing recovery from incidents, Keep your customers and employees, informed about the recovery activities/status.
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People, Process & Technology Mapped to NIST & Cyber Defense Matrix Concept – For Illustrative Purposes Only.

* People, Processes and Technology effort or dependency mapped to each stage of Identify | Protect | Detect | Respond | Recover.

IDENTIFY PROTECT DETECT RESPOND RECOVER

PEOPLE
(User)

• Asset Management (AM): Policies (IT 
Acceptable Use, AM, Data Classification) – P1

• AM: Regular review / assessment – P3
• GV: IT Cybersecurity Policy (Revamp) – P1
• RA: Subscribe alerts from threat sharing source 

HK+TH CERT, CISA, Microsoft & ESET – P1

• Policy update to include controls (AV, FW, HIPS, 
USB, OS Patch/ WAP Firmware updates, 
hardening, access controls, physical 
security/access, etc.) – P1 & P3

• Policy for Continuous Security 
Monitoring, Auditing & log retention 
– P1 & for scans – P3

• Incident Response (IR) –
Document IR Policy (P2)

• Data Breach Notification – Draft 
template. (P2)

• Recovery Policy – Document 
Recovery Policy – P2

TECHNOLOGY
(Apps

Devices
Networks)

• AM: Use excel spreadsheets or scan tools to 
build & manage inventory (e.g., Winaudit and 
or network-based asset inventory tools) – P1

• AM: Enable alerts in MS 365  for PII in both  file 
& emails. Plus, stricter folder permissions  – P1

• Email: SPF, enable DKIM & DMARC – P1
• Central logging: SIEM/Log Solution – P3
• Security Awareness: Sec Training & Phishing – P2 
• WAP Router with home-based Firewall features
• MS 365 & ESET Cloud/AV - Cyber Hygiene – P1
• Access Control: MFA, 1Password, Intune (MDM)
• Encryption: At rest = MS SharePoint, Bitlocker / 

File vault & USB. During Transfer = Email TLS
• DLP = MS 365 (SharePoint, Email) – P1

• Setup Admin/Audit logs & Alerts –
P1

• Central logging via SIEM/1 E3 MS 
Sentinel license & consider MSSP –
P3

• Consider SMB firewalls for offices
• External Scans (Quarterly/Annual) –

P3

• Use MS 365 & ESET Protect 
consoles, ESET EP agent and 
future ESET EDR alerting & 
logging control features to 
support in IR plan / procedures  
– P2

• consider MSSP – P3

• Select MS 365 Cloud based 
backup solution or manual 
backup of SharePoint. 
files/folders & emails – P2

PROCESSES
(Data

Flows / 
Stages)

• AM: Assessment: Build IT Asset Inventory – P1
• AM: Document IT AM Process/Procedures – P1
• GV: Document IT Network Security  

Architecture with data flow, network diagram 
& controls applied  – P1

• GV: Document Risk Management Framework & 
build Risk Register – P2

• GV: Track sheet for data access provided for 
each sub-contractor per project/per country

• Incorporate IT Cyber sec risks identified into 
the overall Risk Register – P3

• Define process/procedures for endpoint patch 
management / windows & AV updates, USB, 
encryption, central logging of all assets, change 
management, data lifecycle retention/purging 
users and privilege access controls, 
activation/deactivation of user accounts, 
hardening, reviewing access rights etc. – P 2 & P3

• Audit reports & frequency  – P1
• Administrative activity monitoring -

– P1
• 12-24 months log retention  – P3

• IR – Document IR Plan– P2
• IR – Tabletop exercise once a 

year – P2
• Breach notification process – P2
• Report Security Violations – P3

• Recovery Plans (RP) –
Document backup/recovery 
RP process – P2

• IR Tabletop with cyber 
insurance IR team – P2

• RP – Regular Testing & 
Evaluation – P2

PROCESSES

PEOPLETECHNOLOGY
DEGREE 

OF
DEPENDENCY

Post Event – Contextual Awareness (Reactive)Pre Event – Structural Awareness (Proactive)
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SME/SMB Cybersecurity Toolkit – Summary
1 Slide – For Retention



Cybersecurity Lifecycle Stage To-Do (Actions to take) - Implement a combo of Administrative & Technical Controls Additional Remarks

Identify
– Know what you have & why you need 

to protect it ~

1 (a) – Asset Inventory (build & Keep it updated) to Identify:
▪ Devices (desktops/laptops/smart phones, tablets, printers, IOT etc.)
▪ Applications (/Accounts) (email, software, website/web/SaaS apps, etc.)
▪ Data (PII, Credit Card #s, product designs, business plans, client/personal info, $$$, etc.)

• Without knowing what you’ve you can’t protect it.
• Knowing what you have is first step so you can secure them.
• It serves as a guide/checklist to rest of cybersec journey.
• Asset Discovery (Scans)/Management Tools (local or SaaS)*

1 (b) – Identify Risks - Discover Vulnerabilities, Threats, and associated Risks across your CIA 
triad (note: don’t forget risks related to compliance/regulations, natural events, and or attacks 
in terms of fines/damages) & forecasting likelihood, impact & consequences

• Discover cyber risks to your business (brand & operations) across 
CIA triad (confidentiality, integrity & availability) needs

• Risk Management Framework & Risk Register 

Protect (& Predict)
– Know what & how you have to 

protect it

2 – Cybersecurity Education & Awareness – Subscribe to industry certs/your vendors security 
advisories/email alerts & train staff on security policies/procedures & best practices 

• Train staff on latest security threats & threats specific to your 
business via Online/In-person security awareness trainings.*

3 – Patch & Configuration Management – Keep your Devices and Applications up to date & 
secure via regularly updating/installing latest SW security patches/versions & follow 
industry/vendor suggested security settings

• Most to all devices (Windows, MAC, IOS, Android)* can be set to 
Auto-Update themselves – uplift your resilience against attacks

• Change all vendor defaults & follow security config. guidelines

4 – Network Security  – Design secure network architecture / ZTNA & remote access, wireless • Network Segmentation, Wireless Security, ZTNA & VPNs*
5 - Secure Digital Presence – DNS Security, website, web/mobile apps, browsers, Social Media • Digital certs, DNS filters/Sec, Ad-blockers, browsers, Secure SMA**

6 - Encrypt Data (Confidential/Sensitive) – both at rest (local, removable media, cloud storage) 
& in-transit (use only secure means to transfer or exchange data btw systems or networks) 

• Data in motion (use secure means to transfer, VPNs/HTTPS/SFTP)*
• Native OS/other encryption tools (local disk, USB & Cloud storage)*

7 - Go Beyond Simple Passwords – Use strong password policies, use Multi-factor 
authentication (MFA) for admin/remote network access and for all externally exposed apps.

• Use password managers & strong AD group policy enforcement*
• Use MFA / Privilege Access Management (PAM) tools*

8 – Email (Antispam, Phishing) & Malware Prevention – Harden your email defenses following 
best practices (SPF/DMARC) & use an updated anti-malware/endpoint protection

• Use DKIM, SPF, DMARC, Anti-spam, Blacklists, and AV / Endpoint 
protection tools*

9 – Physical Security – locks & control entry points/sensitive areas via Access Control / Guards • Visitor & Access Control (Proximity Cards / Keys), locked cabinets.

Detect (Threats & Incidents) 

– know what’s happening in 
your environment

10 (a) – Enable Logging & Monitoring – Enable, collect & monitor logs/alerts on all key assets.
10 (b) – Physical Security Monitoring – monitor sensitive areas & access control systems 
10 (c) – Supplier/Vendor/Service Providers – monitor contracts and compliance with policies.

• Firewall, IPS, Endpoint protection, Log Management / SIEM Tools* 
• Physical Access Control System & use CCTV surveillance/recordings
• Security Requirements in contracts & monitoring compliance. 

Respond (Incidents & Alerts)

– Know how to react to incidents

11 – Incident Response (IR) Readiness – Ensure IR Plan & procedures are in place. Perform 
internal tabletops & participate in community exercises, plus 3rd party IR & insurance contract.

• IR Tools* (EDR, forensics tools, evidence collection, native 
commands etc.) via staff, 3rd party or Cyber insurance provider

Recover (from Incidents)

– know how to bring things back to 
normal operations

12 – Data Backup and Recovery – routinely perform backups and test recovery (know & 
document restore procedures in advance)

• Local & Network based Backup & Recovery tools (On-prem & Cloud 
based services option)*

Cybersecurity Toolkit for SMBs – Summary 
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Mapped to Industry best practices – NIST Cybersecurity Framework Concept - One Page Summary – For Illustrative Purposes Only.

* Both Free & Commercial tools options are available to address your cybersecurity needs (contact SecuringThings for more details) | ** SMA – Social Media Accounts / Online Accounts



Guidance for 
Businesses

• CISA Cybersecurity Awareness Program Small Business Resources
• CISA’s Cybersecurity Guidance for SMBs
• CISA’s Free Cybersecurity Services & Tools
• CISA Cross Sector Cybersecurity Performance Goals (CPGs) report
• 10 Steps to Cyber Security NCSC – National Cybersecurity Centre
• Small Business Guide – National Cybersecurity Centre
• Small and Medium Business Resources by NIST
• NIST Small Business Cybersecurity Corner
• Cybersecurity for Small Business by Federal Trade Commission
• PCI DSS Guidance for Small Merchants
• CIS Controls Implementation Guide for SMEs
• Cybersecure My Business (Stay Safe Online) by National Cybersecurity Alliance
• ACSC (Australian Cybersecurity Centre) Small Business Cybersecurity Guide
• UK Cybersecurity Essentials
• Canadian Centre of Cybersecurity
• & many more..

Trainings 

• NCSC Certified Training – National Cybersecurity Centre
• HHS Cybersecurity Awareness Training and Security Awareness Trainings
• SANS Free Training ACE
• Cyber Training Series & many more..

Educational

• YouTube (e.g. https://www.youtube.com/results?search_query=Free+Cybersecurity+Awareness+Training+for+SMBs)
• Ted Talks (e.g. 12 Must Watch Cybersecurity Ted Talks)
• LinkedIn Learning Trainings, Coursera, Edx and other commercial awareness training offerings.
• & many more..

Free References for Small & Medium Businesses (SMBs)
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Plenty of Free Resources Available online – a few key examples listed below (not an exhaustive list)
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https://www.cisa.gov/publication/cisa-cybersecurity-awareness-program-small-business-resources
https://www.cisa.gov/uscert/resources/smb
https://www.cisa.gov/free-cybersecurity-services-and-tools
https://www.cisa.gov/sites/default/files/publications/2022_00092_CISA_CPG_Report_508c.pdf
https://www.ncsc.gov.uk/collection/10-steps
https://www.ncsc.gov.uk/collection/small-business-guide
https://www.nist.gov/cyberframework/small-and-medium-business-resources
https://www.nist.gov/itl/smallbusinesscyber
https://www.ftc.gov/business-guidance/small-businesses/cybersecurity
https://www.pcisecuritystandards.org/merchants/
https://www.cisecurity.org/insights/white-papers/cis-controls-sme-guide
https://staysafeonline.org/programs/cybersecure-my-business/
https://www.cyber.gov.au/acsc/small-and-medium-businesses/acsc-small-business-guide
https://www.ncsc.gov.uk/cyberessentials/overview
https://cyber.gc.ca/en/small-medium-businesses
https://www.ncsc.gov.uk/information/certified-training
https://www.hhs.gov/sites/default/files/hhs-etc/cybersecurity-awareness-training/index.html
https://www.hhs.gov/about/agencies/asa/ocio/cybersecurity/security-awareness-training/index.html
https://www.sans.org/cyberaces/
https://www.dni.gov/index.php/ncsc-features/2563
https://www.youtube.com/results?search_query=Free+Cybersecurity+Awareness+Training+for+SMBs
https://www.springboard.com/blog/cybersecurity/12-must-watch-cybersecurity-ted-talks/
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Thanks & wishing all a 
Great 2023 & beyond

It’s a great day to start …

Contact: info[at]securingthings[dot]com

Author: M. Yousuf Faisal (Founder STL)

For Small & Medium Businesses

Note: Commercial Use or Re-Production of this copyright material is prohibited without permission of STL / Author. 
SMBs/SMEs end user organizations may utilize this for internal purpose only while giving the credit/reference to the 

original post & author.
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